


Microsoft 365 data is attacked:
critical data loss is common

- - 10

of Enterprises will prioritize Cited better protection of Saa$S as Faster recovery times are

backup of SaaS apps as a something they would change achieved with Veeam
critical requirement by 2028,

compared to 15% in 2024

Sources: Gartner Top Trends for Enterprise B&R for 2024, Veeam Cloud Protection Trends Report 2024
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A Lot Can Go Wrong, and Admins Agree

Primary Reasons for Protecting the Data From Microsoft 365

[2h

Cybersecurity
attack
preparation
(44% agree)

Internal threats
and malicious users
(39% agree)

Veeam Cloud Protection Trends Report, 2023
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Compliance
or regulation
requirements
(42% agree)

Accidental deletion
of M365 data

(34% agree)

owners.

Better restoration
capabilities than
built-in functions
(42% agree)

Extend retention
beyond built-in
mechanisms

(30% agree)



Common misconception:
Microsoft takes care
of my data

‘3 Microsoft 365 ‘

Customer L

——

_L

Perception

Microsoft takes care
of everything




Common misconception:
Microsoft takes care
of my data

l'} Microsoft 365 WP

Customer

Reality

Microsoft takes care of
the infrastructure, but
the data remains the
customer's responsibility

ol

Your responsibility Microsoft's responsibility




There are 7 Reasons Why You Need Microsoft 365 Backup

Accidental deletion o Retentl.on policy
- confusion/gaps

External
security threats _— Legal
and compliance
Ransomware/ Q requirements
rogue apps
Teams

data structure

Read the Special Report on the 7 Reasons at:
https://go.veeam.com/wp-why-backup-office-365-data
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Internal
security threats

Malicious insiders/
departing employees

Managing hybrid
deployments
and migrations



The Microsoft 365 Shared Responsibility Model

Primary responsibility Supporting technology

Microsoft's
responsibility

Learn more in the Microsoft documentation

vousmcaosorT Mzl
Y OU R stored in a different location
responsibility Access and control
of your data residing Full data retention
in Microsoft 365 ST & LT retention filling any/all policy gaps

granular & point-in time recovery options
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Security

Data-level

Internal:
Accidental deletion
Malicious insiders
Employee retaliation
Evidence tampering

External: Ransomware,
Malware, Hackers,
Rogue apps

Regulatory

Role as data
owner

Answer to corporate and
industry regulations

Demands from internal

legal and compliance
officers

veeam



Limited access
and control of
your own data

Regulatory
exposure

Without a

backup of your
Microsoft 365 data

Security @ Retention policy
vulnerabilities

gaps and data
loss dangers
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Adoption
Continues

to Risel

Does your organization back up the data from
within Microsoft 3657

Source: Veeam Data Protection Report

Third-party backup
product or BaaS

M365 built-in recycle bin /
previous version functions

M365 is already resilient, no
need to back up data

3%

0%

0%

27%

45%

74%

69%

47%



Retention Policies:

1week 1 month 3 month 1year 2 years 5years
) ) N N ) N S
\J \J U \J U U 4

Inbox or folder data RNl geHeli#] 15
Deleted items (recycle bin)  MNVISEE i #I1S Permanently deleted

Auto-archived data (set at one month) In Microsoft 365

Deleted SharePoint Online sites and items  LEIEECEENEGTE NI Permanently deleted

Deleted OneDrive for Business files First stage recycle bin Permanently deleted

Employee leaves the company  JRVieeRe il 13 Permanently deleted

* Microsoft 365 backup and retention policies can only protect you from data loss in a limited way
and are not intended to be a complete backup solution.

* Retention policies are always evolving and tend to be very complicated to manage and monitor.
Commonly, admins believe they are covered, only to find that in fact certain items are gone.

Sources: Exchange Online information above is based on Microsoft's default MRM Policy. SharePoint Online information above is based on Microsoft's support article. OneDrive for Business information is based on Microsoft's support article. In some cases,
these defaults can be customized by the IT Admin, but often require certain licenses and/or additional fees, and also carry the risk which allows Microsoft to automatically delete data ahead of retention policy dates if the recycle bin is full.
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Retention Policies: What exactly does Microsoft back up?

1week 1 month 3 month | 1year 2 years 5years
) ) N N ) N S
\J \J U \J U U 4

Inbox or folder data  FR\VleIgee agefo13s
Deleted items (recycle bin)  MNVISEE i #I1S Permanently deleted
Auto-archived data (set at one month) LRV 1)
Deleted SharePoint Online sites and items  [ElESCEREGE R Permanently deleted
Deleted OneDrive for Business files First stage recycle bin Permanently deleted

Employee leaves the company  JRVieeRe il 13 Permanently deleted

The average length of time from
@ data compromise to discovery is over 140 days,

yet default settings only protect for 30-90 days.

Source: Microsoft 365, 6 steps to holistic security, chapter 1
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Retention Policies: What exactly does Microsoft back up?

1week 1 month 3 month 1year 2 years 5years
) ) N N ) e S
\J \J U \J U U 4

Inbox or folder data

Deleted items (recycle bin)

Auto-archived data (set at one month)
Deleted SharePoint Online sites and items

Deleted OneDrive for Business files

Employee leaves the company

Veeam Backup for Microsoft 365 is more than simply filling gaps.

It's about providing access and control to ALL
Exchange Online, SharePoint Online and OneDrive for Business data and
storing it in one location, making recovery fast, easy and reliable.
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Built-In Isn't Enough

Built-in With Microsoft

@ Infrastructure replication
to prevent downtime

() Recycle bins provided
limited recovery

(») Security protection
for their infrastructure

(©) Issues solved with a
support ticket
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. OneDrive A SharePoint Online and
(> &

a Exchange Online and
@ Exchange On-Premises

Restore Exchangeitem
to on-premises Exchange
mailbox or calendar

for Business ‘ SharePoint On-Premises

Restore online site,
library, document
to SharePoint Online

Restore Exchange item
to Exchange Online
mailbox or calendar

Save multiple files

Email as an attachment Savefiles or folders or folders as a ZIP

Restore with extended
attributes and
custom access controls

Restore an object
to a prior version

Restore Exchange items
toanother location

Email Exchange item
asan attachment

Restore any file Restore and overwrite Restore but keep original
toa prior version users, folders or files users, folders or files

Entire folder/mailbox
compareand restore
of missing/changed items

Self-service restores Service provider restore Self-service restores
for OneDrive of aOneDrive file, for OneDrive for
for Business files folder or user fora tenant Business folders

Email SharePoint objects | Save SharePoint object
asan attachment asafile

Export folder, item
ormailboxasa.PST

Self-service restores
for Exchange items

Save Exchange items
asa.MSG

Service provider restore
of an Exchange item
foratenant

Save multiple SharePoint Self-service restores
ji

objectsasaZIP for SharePoint objects
veeam
H H Service provide Self-service restort
Recovery optionsin Ssarortoe B o Seerdittonk:
Veeam Backup for Microsoft 365 foratenant folders
Microsoft

Teams
e ] L Restoreatab Restore posts back Self-service restores
i 5 tooriginal location tothe original Team of anentire team

Save multiple Save multiple Saveorsend }
g ; of team posts
orindividual files filesas ZIP postsas MSG files toan HTML file
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Veeam's Backup as a Service
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Microsoft 365 continues

to grow...
And Veeam is the #1
backup for Microsoft 365!

400M+ 320M+

Microsoft 365 Microsoft Teams
paid seats active users




The Shift

of organizations are very

to BCICkUp 88% likely to utilize Baa$S
. within the next two years
Services




No 3rd party backup vendor protects more Microsoft 365 data

Gold
Gartner. Microsoft Partner
Veeam is a Leader in the 15+ years in partnership
2024 Gartner Magic Quadrant with Microsoft
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8 Benefits of a Backup Service for Microsoft 365

Simple Data Quick & Easy Setup o s Time & Money Saved

Protection n

Maintenance &

I e All —Inclusive Service Unlimited Storage .
T "‘1 Security

Compliance & Tailored for
Governance M35 Microsoft 365

Read the 8 Benefits of a Backup Service for Microsoft 365 at:
https://go.veeam.com/wp-benefits-of-a-m365-backup-service
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Veeam Data Cloud
for Microsoft 365

Resilient Data Protection Made Simple for Microsoft 365

© = e

Trusted, industry- Modern, secure Everything is
leading technology and intuitive included

NEW'Now powered with Microsoft 365 Backup Storage!
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Trusted, Industry-Leading
Technology Gold

The industry’'s leading Microsoft 365 backup M IC rOSOft
solution — Veeam Backup for Microsoft 365 - Pa rt n e r

is now delivered as a backup service.

B Microsoft

& 21M+ Microsoft 365 users protected

Certified for

Over a decade of continuous innovation

Microsoft Teams

Key Microsoft 365 Backup partner

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Modern, Secure, and Intuitive

Intuitive point and
click Ul means no IT
expertise required

Store all your data in
the cloud region of
your choice

Easily create your
first backup job
within 10 minutes

Global security
certifications, MFA and
built-in encryption

‘ Veeam Data Cloud for M365 is one
of the easiest recovery software
solutions | have ever used.

Ron Graves
Director of IT for SRP Companies

M3865 Licence Activity Licences Storage Use

3213.21GB

(vegom|




Everything is Included

Software, backup infrastructure, and unlimited storage bundled together with ongoing
maintenance covered by the experts

Ve Veeam Data Cloud for Microsoft 365 ~N
f Veeam-managed service delivery N User-controlled ~
— Core ) [ Operations — ) [ Automation Backup Restore eDiscovery
components
.
Veeam Server Networking Updates Create backup Recover quickly Advanced search
jobs & easily and find
¥ N\ [ ]
Optional configuration:
Proxies Infrastructure Patches Backup Operations Security Analytics
management
-— Customize your backup Role Based Access Control Generate reports
e .
] Alter retention period Restrict access by IP range Manage licenses &
monitor activity
Unlimited storage Maintenance N ri security Storage region of your choice Diversify storage repositories Export logs to SIEM
g J g J
\ J

veeam
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28

Exchange Online

i
e

SharePoint Online

&5

OneDrive for Business

Microsoft's backup solution is embedded inside Veeam's Microsoft 365 Backup Service, giving

customers the best of both worlds - Speed and scale meets control and flexibility

¢ Microsoft 365

iy

Microsoft Teams

Veeam Data Cloud

for Microsoft 365
Express
[\
Fast Backup of Bulk restore
Initial M365 Tenant
-
& —
—
Cyber attack Data stored inside
recovery Microsoft security boundary
Powered by Microsoft 365 Backup Storage )

o

Veeam Data Cloud

Data separation
and security

(13

Support for
Teams

for Microsoft 365

Flex

O

Flexible, granular Customizable
restore backups
ST [ ]
m =
— L]
Advanced Exit Data stored in location
search strategy of your choice

Each backup is a separate, independent backup method embedded inside of Veeam's M365 backup solution.




(D Microsoft 365
P »
38 B = 6

L1

Veeam Data Cloud Veeam Data Cloud
for Microsoft 365 for Microsoft 365

Express Flex

Lightning-fast backups Data separation & security | Flexible, granular
Cyber attack recovery restores | Advanced search | Customizable
Bulk restore backups | Support for Teams | Exit strategy

Powered by Microsoft 365 Backup Storage
(& J (& J

Each backup is a separate, independent backup method embedded inside of Veeam's M365 backup solution.




Veeam Data Cloud with Microsoft 365 Backup Storage

Capabilities include:

Q Microsoft 365

 Lightning-fast backup and recovery capabilities g "T‘
for Exchange, SharePoint and OneDrive '6 ?

Exchange Online SharePoint Online OneDrive for Business

e Bulk restores at scale

. Veeam Data Cloud for Microsoft 365
Express

* |ncreased resilience to ransomware

or malware attacks

® N O t h fOttl | ng Fast Backup of Bulk restore
Initial M365 Tenant

N =
& —
—
Cyber attack Data stored inside
recovery Microsoft security boundary

Powered by Microsoft 365 Backup Storage
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Veeam Data Cloud with Microsoft 365 Backup Storage

Differentiated capabilities from Veeam

Q Microsoft 365

* Enhanced security access through the Veeam @6 "T‘
Console (IP Address access ranges, MFA, RBAC)

Exchange Online SharePoint Online OneDrive for Business

* Dynamic backup policies for Distribution Lists

a ﬂd Security GfOU pS Veeam Data Cloud for Microsoft 365

Express
ope .. . N
» Ability to export user activity logging to SIEM
* Pricing per user with unlimited storage | Fost Backupot Bulk restore
nitia enan

* Predictable pricing for budget (no bill shock) . -E

O -

Cyber attack Data stored inside
recovery Microsoft security boundary
Powered by Microsoft 365 Backup Storage
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Microsoft + Veeam provides the ultimate Microsoft 365 Backup Experience
Speed & Scale meets Control & Flexibility

Veeam Data Cloud for Microsoft 365 Premium

Microsoft APlIs will
support:

Enterprise restore

Veeam speed at scale

Data Cloud
Express

. Exchange and SharePoint
Veeam is a launch partner ) 3
for Microsoft's new backup Online and OneDrive for

APIs, which will be Business
embedded in the Veeam UI"

Increased resilience to
ransomware attacks

Choose backup
location with

Backup separation
from the source

Veeam enhanced security
Data Cloud Providing complete access Follow backup best
F I ex and control, meeting practices: separation of

credentials, RBAC and
service-level immutability

compliance requirements
through traditional APIs

15+ years experience building
Microsoft backup solutions,
MS Gold Partner since 2010,
and certified for MS Teams

\_

“All Backup ISVs will have access to the same APIs and equal speeds from Microsoft.
veeam
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Key Differentiators

Veeam Data Cloud for Microsoft 365

dS>

Powered with Microsoft Intuitive point & click Simple fixed
365 Backup Storage for interface - no IT price billing
lightning-fast backups expertise required

and bulk restores

@

Simple automated license Easy to find data using Dynamic billing using
management using AD Groups advanced e-discovery search Microsoft license type

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Granular Role Based
Access Control

Clear exit strategy -
meaning no data lock in



Security

Veeam Data Cloud for Microsoft 365

®

Certifications
Veeam holds numerous

global security certifications
Ex. ISO/IEC 27001

Pen-Tested

Veeam Data Cloud is regularly
externally verified by 3rd party
penetration testing

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Data Sovereignty
Data held in dedicated
storage account in region

MFA

Microsoft single sign-on
with Multi Factor
Authentication

Encryption
256-bit encryption for all
datain-transit and at-rest

Immutability

Once the data is backed up, it
cannot be altered, tampered
with, or deleted by users, admins
or attackers

Isolated Environment

Backup is virtually air-gapped,
decoupled from both Microsoft 365
and customer infrastructure

=)

Redundant Storage

Utilizes LRS with 3 copies of customer
data stored on 3 separate disks
within the primary Azure region.



24/7 in region
support

Best in market

Included in
subscription

#1 Global Leader in Data Protection & Ransomware Recovery = i Downloads c Contact us ; Sign in

Wﬂ Products  Solutions  Support  Resources Partners  Company Q

Support and Documentation

Modern Data Protection: Simple. Flexible. Reliable. Powerful.

Veeam is ready to help with experts around the world in offices operating in Argentina, Armenia, Australia, Brazil, Canada, China, Czech Republic, Japan, Romania, and
the United States. This provides the capability to provide support to customers in ten languages, across all time zones.

SUPPORT POLICY =

Open a case Track your cases
~—" Submit a ticket to contact support regarding licensing, Follow this link to track your currently open support
product download and any other questions you might have. tickets, review the ones solved before or check KB articles

you've saved.

veeam_



Veeam Data Cloud

Veeam Data Cloud Veeam Data Cloud

O Some capabilities ® Fully addressed

CAPABILITIES for Microsoft 365 for Microsoft 365 for Microsoft 365 DETAILS
Flex Express Premium
. Express does not currently include backup and restore for Microsoft Teams. Flex allows customers to
support for Microsoft Teams Not at GA protect Microsoft Teams utilizing the latest Teams APlIs.
Dat ti & it biliti Data stays in Express uses M365 credentials and backups are retained in the Microsoft 365 tenant. Flex utilizes
independent credentials from the service and allows you to backup outside the tenant
ata separation & security capapilities M365 tenant ind d dentials f h dall back de th
o . Express does not allow you to choose a location for your backup. Flex gives you the ability to select
BGCkup location choice Not at GA the Azure storage region of choice.
Exit strat Data stays in Express does not allow you to export Microsoft 365 data out of the service. Flex allows you to export
any/all data, allowing you to keep your data after cancelling your backup subscription.
XIt strategy M365 tenant /all d llowing k data aft lling your backup subscri
. o ere With Express, Exchange items can only be recovered to the original location; SharePoint and
Recovery granu Iarlty, ﬂeXIblllty (o) OneDrive granular restore are not available. Express provides basic search. Flex offers restores at the
and search file-level, cross-user, to alternate locations and self-service options. Flex provides advanced search
capabilities, utilizing multiple filters and search criteria to locate items with ease.
Express provides an initial low RPO for two weeks, then only 1 RPO per week. Express is limited to a 1-
Customizable chkups and retention (o] year retention period. Flex allows the flexibility to customize your RPO as low as 1 day. Flex allows you
to set your retention period in days, weeks, months or as long as “forever”.
Express provides only some basic role-based access control (RBAC) capabilities. Flex provides
Advanced Role-based Access Control o advanced RBAC, allowing flexibility for assigning users with permissions and specific roles.
ng htning-fast backu ps for Enterprise- X Express offers backup and restore speeds greater than 1TB per hour. Flex backup and restore speeds

wide datasets

are limited based on bandwidth, throttling, and data size.

Quickly restore from cyber attack
(ex. Malware, Ransomware)

Express allows for quick recovery from a ransomware or cyber-security incident. Flex also allows you
to recover after an incident, but recovery times may be substantially slower depending on amount of
data needed to restore.

Bulk restore at Enterprise scale

Express allows for bulk recovery at high speeds (ex. 1,000 accounts, sites or mailboxes in less than 12
hours). Flex also allows you to recover in bulk, but recovery times may be substantially slower
depending on amount of data needed to restore.

Meet 3-2-1Rule

o]

o]

Express provides multiple redundant copies of data inside the Microsoft security boundary. Flex
provides redundant copies as well as a separate backup in a different Azure location. Premium
provides the strictest adherence to the 3-2-1 rule with multiple backup and restore options.

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Compare Veeam Data Cloud for Microsoft 365 Plans

https://www.veeam.com/products/saas/backup-service-microsoft-office-365.html#comparison

g A Plans Comparison
Fj Exp! Premium

i @ o ®
+ Separs [ ] ]
L [ ] @&
+ o @ ®
+ d Retention Perior [ ] [}l I
i ® © ®

~ / t botones . ® ®
t « @ ®
4+ BulkRestore ot Enterprise Scole (D] ® ®
+ Meeta21 q 0 &

veear’



Live Demo

See Veeam Data Cloud for Microsoft 365 in action!

\veeom

Veeam Data Cloud
for Microsoft 365

Backup Policies

) Search

Outlook
OneDrive
SharePoint

§ Teams

Notifications
Settings
Support

My Profile

Dashboard

Backup Status

Lost Backup
Status
Restore Points

Storage Use (GB)

M365 Licence Activity

200 e 40 oo

Users

Protected Accounts
Total Accounts
Unprotected Accounts

Proportion of protected accounts

Licences
Active Licences
Inactive Licences

Unprotected Users

Manage Licences

Retention

Target
Current
Oldest Retention Point

Progress towards target retention

30% .

Storage Use

3213.21GB

Highest Storage Users
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Veeam Data Cloud

Fill out the form below and we will reach out to help.

‘ First name" Last name®

‘ Business email” Bl - Phone”

‘ Romania (Roménia) v State

‘ Company’ Select product”

Details

/
Please add details to help us better assist you, including any questions and how many Microsoft 365 users you have or details

of your Microsoft Azure resources.

‘ Yes, | want to receive information about Veeam products and events. | can unsubscribe at any time.

By registering, you are agreeing to have your personal information managed in accordance with the terms

of Veeam's Privacy Policy.

+40 (372) 821774

08:30 - 18:30 EET

Connect with a Veeam Expert:
+ Protect your business with Veeam Data Cloud

+ Get a pricing quote specific to your
environment

+ Gain understanding of your buying options

https://www.veeam.com/
vdc-salesinc.html
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Microsoft 365

Follow us! Join the community hub:
B f X0 O | s
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