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Thank You for Joining!
Join us for a live demo on how to protect your 
remote workforce with secure VPN 
access.  We’ll showcase how we secure access 
for your remote workforce now and discuss 
how to approach it moving forward. 



Andrew Dreibelbis

INTRODUCTION

MSP Networking Team Lead

I joined IntegraOne  in 2022 as a member of the MSP Network team 
and have taken over the role of Team Lead earlier this year. I 
provide guidance and assistance to my team of 6 engineers and 
collaborate with our PS team for projects and complex issues. 

I hold certifications in multiple Fortinet products as well as an Azure 
Networking Engineering certificate.  I have experience with multiple 
firewall vendors, switching, and wireless networking with 
Fortinet/Aruba/Meraki. 



Goals
• Why we need remote access?

• Why do we use SSLVPN?

• Pros
• Cons

• Mitigating SSLVPN issues –  demo

•  Negative impact of bot traffic on firewall performance
•  Geo restrictions
•  Putting SSLVPN on Loopback
•  Blocking known threats with ISDB objects (and/or threat feeds)
•  Utilizing MFA

• What’s next?
• Dial - up Ipsec
• ZTNA/SASE
• EMS

• Conclusion and Q&A



Why do we 
need Remote 
Access?

• Fle x ib ilit y  fo r  r e m o t e  w o r k e r s , s t u d e n t s , a n d  a n yo n e  n e e d in g  t o  
c o n n e c t  t o  in t e r n a l c o m p a n y s ys t e m s  o r  r e s o u r c e s  f r o m  o u t s id e  t h e  
p h ys ic a l o f f ic e

• Yo u  n e e d  a  VPN t o  s e c u r e ly  a c c e s s  p r iva t e  n e t w o r k s  a n d  s e n s it ive  d a t a  
f r o m  a  r e m o t e  lo c a t io n  b y e n c r yp t in g  yo u r  in t e r n e t  c o n n e c t io n  a n d  
a u t h e n t ic a t in g  yo u r  id e n t it y .

• SSL VPNs  c r e a t e  a n  e n c r yp t e d  t u n n e l, p r o t e c t in g  yo u r  d a t a  f r o m  b e in g  
in t e r c e p t e d  b y m a lic io u s  a c t o r s  w h e n  yo u 'r e  o n  p u b lic  W i- Fi o r  o t h e r  
u n s e c u r e d  n e t w o r k s

https://www.google.com/search?client=firefox-b-1-d&cs=1&sca_esv=df6bb7b4e6fcd0a4&sxsrf=AE3TifPUMr_mPSQ6W-rdpgo1DS-ReeO_tw%3A1759432333124&q=SSL+VPN&sa=X&ved=2ahUKEwiw7cmZnIaQAxVLEmIAHd1LAfwQxccNegQIAxAB&mstk=AUtExfAw50rKicOzRw5oMt7gDvSycEPvMUb5PzAEeP5cIm0vz-qNNUu9XJTSSnYDogaKMDrwQ_SrQtte7jqScpJ9MZ38rKfhGl2nqT9RJul8GbIHmB_GOn4iu0WzP_5QScic70sr9ZaqiqrV3pNNhn4E3Q8VwDvDj5H5EH3BTECQxj786m0&csui=3


Why do we use SSLVPN?

Fe a t u r e SSL VPN Be n e f it

En c r yp t io n Us e s  HTTPS ( TLS/ SSL)

Ac c e s s ib ilit y W o r k s  a n yw h e r e  v ia  
w e b  b r o w s e r

Fir e w a ll Fr ie n d ly Us e s  p o r t  4 4 3  — r a r e ly  
b lo c k e d

C lie n t le s s  Op t io n No  n e e d  t o  in s t a ll VPN 
c lie n t

Ea s e  o f  Se t u p Ea s ie r  t h a n  IPs e c  fo r  
r e m o t e  a c c e s s

Gr a n u la r  Pe r m is s io n s Pe r - u s e r / g r o u p  a c c e s s  
c o n t r o l

C o m p a t ib ilit y Su p p o r t s  m o b ile  a n d  
d e s k t o p  d e vic e s



Why do we use SSLVPN?

Lim it a t io n Exp la n a t io n

Lim it e d  in  C lie n t le s s  Mo d e On ly w e b  a p p s , n o  fu ll 
n e t w o r k  a c c e s s

Re q u ir e s  C lie n t  fo r  Fu ll Ac c e s s Mu s t  in s t a ll s o f t w a r e  
fo r  fu ll t u n n e lin g

Slo w e r  Pe r fo r m a n c e
SSL a d d s  o ve r h e a d , 
m a y b e  s lo w e r  t h a n  

IPs e c

C r it ic a l vu ln e r a b ilit ie s Re q u ir e s  f r e q u e n t  
p a t c h in g

Se s s io n  St a b ilit y Pr o n e  t o  d is c o n n e c t s  
o ve r  p o o r  c o n n e c t io n s

Exp o s e d  t o  t h e  p u b lic  In t e r n e t C o m m o n  t a r g e t  fo r  
c yb e r c r im in a ls



Mitigating 
SSLVPN Risks

Un d e r s t a n d  h o w  t h e  t r a f f ic  f lo w s



Mitigating 
SSLVPN Risks

Un d e r s t a n d  h o w  t h e  t r a f f ic  f lo w s



Demo Info

• C r e a t e d  a  v ir t u a l f ir e w a ll in  Azu r e  t o  t r a c k  r e s u lt s  f r o m  d if fe r e n t  
c o n f ig u r a t io n s

• Le f t  t h e  f ir e w a ll e xp o s e d  w it h  b a s ic  SSLVPN c o n f ig u r a t io n  fo r  2 4  
h o u r s

• In t r o d u c e d  SSLVPN lo o p b a c k  a n d  f ir e w a ll r u le s  t o  r e s t r ic t  t r a f f ic

• Tr a n s it io n e d  t o  d ia l- u p  Ip s e c

• h t t p s :/ / b a d f ir e w a ll.d r e ib .n e t

https://badfirewall.dreib.net/
https://badfirewall.dreib.net/


Demo Info
• Ba s e  c o n f ig u r a t io n  q u ic k ly  b e c a m e  u n u s a b le

• C PU s p ik e s  a n d  h ig h  m e m o r y u s a g e



Securing SSLVPN
• Mo ve  t h e  SSLVPN in t e r fa c e  t o  a  lo o p b a c k

• C r e a t e  f ir e w a ll r u le s  t o  b lo c k  b a d  a c t o r s
• In t r o d u c e  Ge o g r a p h ic  r e s t r ic t io n s
• En a b le  s e c u r it y  p r o f ile s
• Dis a b le  w e b - b a s e d  SSLVPN a n d  d is a b le  

t h e  w e b  p o r t a l

• Dis a b le  w e b - b a s e d  SSLVPN a n d  b r e a k  t h e  
w e b  p o r t a l

• Us e  Mu lt i- f a c t o r  a u t h e n t ic a t io n



What’s next?
• Dia l-u p  IPs e c



What’s next?
• Us in g  EMS



What’s next?
• Se c u r e  Ac c e s s  Se c u r e  Ed g e  -  SASE



What’s next?
• Se c u r e  Ac c e s s  Se c u r e  Ed g e  -  SASE



What’s next?
• Tim e  t o  p la n  fo r  t h e  fu t u r e

• Fo r t iC lie n t  f r e e  VPN- o n ly  a g e n t  is  b e in g  p h a s e d  o u t

• C r e a t in g  la ye r e d  p r o t e c t io n



QUESTIONS
& ANSWERS

W a n t  t o   a s k  m e  q u e s t io n s  la t e r ?
 
a d r e ib e lb is @ in t e g r a o n e .c o m
4 84 - 2 2 3- 34 80  e x t  12 6 6

mailto:adreibelbis@integraone.com


a

Thank you for 
attending 

today!
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