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Why MPSK

Difficult workflows for 
users

Takes time and 
training

No one wants to 
contact the helpdesk



From Mac-Auth – Device Registration
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Protect your users and devices



To Self Service MPSK

4

Protect your users and devices

• Randomized MAC addresses
• Headless Devices
• Everyone knows how to deal with a 

PSK
• No need for a complicated 

authentication method (EAP-TLS)
• Solves the EAP-PEAP issue(s)



Reduce Onboard Friction
With Aruba Central



Cloud-native, AI-powered, Self Driving network management and orchestration

HPE Aruba Networking Central – managing the Full Stack with AI and Security
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Unified management 
and orchestration

Built-in support for Zero 
Trust and SASE security

AI and 
Automation 

Including 3rd Party Observability

Cloud-native is a set of principles and practices, 
not just a deployment model



Aruba Central
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Cloud Authentication Overview
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RadSec

Users & devices 
connect to the 

network

Central policies 
map the Client to 
Aruba User Role. 

Cloud Identity

Mobile Operators

Air Pass*

Cloud guest

User authentication 
via cloud-based 

solutions
1 2 3

Cloud 
Authentication



Uses PSK on multiple devicesCopies pre-shared key (PSK)End user connects & logs in
 

Connecting Your Device with AOS 10.5

student@universityx.com

Sensors

Smartphone

Cameras

Smart TVs
Video Game 

Console



What is a PWN?

• Isolated communities of wireless devices that 
belong to an individual user or function

•Operate as virtual logical segments within a 
VLAN or LAN

• Provide a personal network for users within 
the larger network

Devices within each PWN:

• Can communicate with admin defined external 
resources (Internet, Servers, Services, etc.)

• Can communicate with other hosts within the 
PWN

• Cannot communicate with hosts in other 
PWNs

Personal Wireless Network Support
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VLAN 76PAN Community 1 PAN Community 2

INTERNET HOSTS & 
SERVICES



DEMO 
Aruba Central
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CloudAuth – Connect Azure (EntraID)
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CloudAuth – Connect Azure (EntraID)
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CloudAuth – Connect Azure (EntraID)



Thank you!
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