


Why MPSK

Takes time and Difficult workflows for No one wants to
training users contact the helpdesk



From Mac-Auth — Device Registration

New device being created by alice@aruba.io.

Student Device Registration

* MAC Address: Where do I find this?

* Device Name:
Give this device a nickname (example: "timc-xbox")
Wi-Fi Password: Use a unique Wi-Fi password for this device

| Enable Device Sharing

Device Sharing:
Share your device with roommates and friends!

* Device Type: Game Console

Notes:

Y

* Terms of Use: | I am responsible for this device and accept the terms of use

.;r Register

* required field

a:',_ Back to devices Jﬂ" Manage devices
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To Self Service MPSK

Wi-Fi Password

The Yoda-X3-MPSK Wi-Fi network is provided by Tom
Cierlitsky - Aruba.

Use this password to connect to the Yoda-X3-MPSK Wi-
Fi network:

e Randomized MAC addresses
F%-”E!  Headless Devices
= * Everyone knows how to deal with a
. PSK
* No need for a complicated
authentication method (EAP-TLS)
VR e R e e Solves the EAP-PEAP issue(s)

network. Do not share it with anyone else.

If your Wi-Fi password has been compromised, you
should generate a new replacement password.

Once regenerated, all of your devices that used the old
password will need to be updated to use the new
password.

© This action cannot be undone.

Regenerate Wi-Fi Password
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HPE Aruba Networking Central — managing the Full Stack with Al and Security

Cloud-native, Al-powered, Self Driving network management and orchestration

Al and Built-in support for Zero Unified management
Automation Trust and SASE security and orchestration

Aruba Central Q | New Central n 9
-
Switch-Infra o - . Co e
3l
Information about the device. nﬁﬁ (=} © t(T ot
' ' ' . | | ' '
Now
Health Properties s Performance
Online with sub-optimal port negatiatien issues, Madel Manufac Good perform
Site unsynchronized config CX 6200F 24G PoE Aruba
Usage Connected Clients
Acme St MAC Address Serial Number 645 MB 2
oasss am deiabi3ZiaziaaiTc SGIAKN302Q
. -
Management and control services
Network Unsynchronized July 2,2021, 9:34 feB80:1cob:339:a22f:557d
169.254.63.219
Fair
sees—————— R O B L Topelogy Software Version
| andal
Cloud-native Microservices
. Client Connectivity Hardware
architecture based "
: 2 Good Good
,,,,,,, @ )
s aW-Oakmend-Backup Goad Sup(of 5)
Security Power Sup
e * lup1 dby
\ )
Low ¥ igh
Riske
:"m Recent Events P
4 Tle-
Time Event
13 Today, 13:46  Client PoE re-negatiation
Yesterday, 22:51 Client 802.1x RADIUS timeout
Yesterday, 21:36 Device restarted
On premise  Virtual private Managed

cloud services Including 374 Party Observability

Cloud-native is a set of principles and practices,
— not just a deployment model | 6




Aruba Central
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Cloud Authentication Overview

Users & devices
G connect to the

network

MANAGED
SWITCHES

®E

MANAGED
GATEWAYS

S

MANAGED
ACCESS POINTS

Radsec

RadSec

Rad>e

Cloud
Authentication

— Cloud Identity

Google Workspace

Mobile pe rators

Cloud guest

FPXROEGH

User authentication
via cloud-based
solutions

Central policies
map the Client to
Aruba User Role.




Connecting Your Device with AOS 10.5

Wi-Fi Password

) The eda-mpsk Wi-Fi network is provided by HPE .
BS Microsoft i Y
< student@un iversityx.com Your password for the eda-mpsk Wi-Fi network is: [;]
Enter password identity lethargy catcall backrest
4 Co Smartphone Smart TVs Video Game
Password A Copy
Console
Forgot my password
© Connect your device to the cda-mpsk Wi-Fi network
and enter this password when prompted.
© This Wi-Fi password uniquely identifies you on this Sensors Cameras
network. Do not share it with anyone else.
End user connects & logs in Copies pre-shared key (PSK) Uses PSK on multiple devices




Personal Wireless Network Support

What is a PWN?
¢ |solated communities of wireless devices that

{]gs%
SERVICES
belong to an individual user or function
e Operate as virtual logical segments within a

VLAN or LAN I >< I

e Provide a personal network for users within

the larger network QH@ QH@

Devices within each PWN: I x I I X I

e Can communicate with admin defined external [ e [] [ e []
resources (Internet, Servers, Services, etc.) PAN Community 1 VLAN 76 PAN Community 2

e Can communicate with other hosts within the
PWN

e Cannot communicate with hosts in other
PWNs

E—
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CloudAuth — Connect Azure (EntralD)

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

—+ Add a permission ~/ Grant admin consent for Default Directory

API / Permissions name Type Description Admin consent requ... Status

" Microsoft Graph (4) .
Directory.Read.All Application Read directory data Yes @ Granted for Default Dire =+
Group.Read.All Application Read all groups Yes @ Granted for Default Dire_ =+
User.Read Delegated  Sign in and read user profile No @ Granted for Default Dire_ ==+
User.Read.All Application Read all users' full profiles Yes @ Granted for Default Dire  **

: Confidential | Authorized | 12



CloudAuth — Connect Azure (EntralD)

|
Create Identity Store X
m Aruba Central - Internal = - X
| 2 bearch | « ]E Delete @ Endpoints Preview features
Name *

i Overview

A\ Essentials OneCon
&5 Quickstart

Display name : Aruba Central - Internal Client credentials : 0 certificate, 1. o
#" Integration assistant Description

Application (client) ID : 94b5e83f-30e7-4€92-bb41-97c3d0bbd057 Redirect URIs : 1 web, 0 spa, (C
Manage Object ID : 4e7475cb-7b80-4985-9e52-ad0e2688cf9e Application ID URI : Add an Applici
B2 Branding & properties Directory (tenant) ID : 2e944a8f-5937-4135-b548-6212f5Sbedcf7 Managed application in|... : Aruba Central
9 Authentication Supported account types : My org Yy

ifi Provider *
Cefificates (L seerets o Starting June 30th, 2020 we no longer add any new features to Allire Active Directory Authentication Library Directory Graph. We will continue to provide technical s|
10 fi i will need to be upgraded to jlicrosoft Authentication Library (MSALJnd Microsoft Graph. Learn more les )
il Token configuration Microsoft Entra ID v
= Tenant ID *
User Authentication
Use an organization identity store to authenticate clients angd¥ntrol their access to the network.
v Where is the user information stg ‘ Microsoft Entra ID is connected ﬁ Client ID *
Identity Provider
) Quick start guide fgll Microsoft Entra ID Client Secret
(O]

@ This is a required field.

Tenant ID Client ID
Redirect URI
Use this URI to register Central NAC in the identity store
provider.
https:// "
IEs
[ COPY REDIRECT URI nawl.cloudguest.central.arubanetworks.co...

D Confidential | Authorized | 13



CloudAuth — Connect Azure (EntralD)

Aruba Central - Internal | Certificates & secrets =

| £ Search

|,<

i
&

’

]

Overview
Quickstart

Integration assistant

Manage

=
=

D

Branding & properties
Authentication
Certificates & secrets
Token configuration
API permissions
Expose an APl

App roles

Owners

» Roles and administrators

a7 Got feedback?

o Got a second to give us some feedback? =

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (2)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret
Description

Aruba-test

User Authentication

Use an organization identity store to authenticate clients and c

v Where is the user information stored?

Identity Provider

Tenant ID

Federated credentials (0)

Expires Value O Secret ID

11/18/2024 g138Q~-fzTdSRKp_n6GcyW8RzqM2~h5... [}  3a5fb990-c29f-41ab-a3f1-1e782fa3cdad

[

COPY REDIRECT URI

trol their access to the network.

Quick start guide for Microsoft Entra ID

Client ID

i )

Create Identity Store X

Name *

OneCon

Description

Provider *

Microsoft Entra ID v

Tenant ID *
Client ID *

Client Secret

© This is a required field.

Redirect URI

Use this URI to register Central NAC in the identity store
provider.

https:// @

nawl.cloudguest.central.arubanetworks.co...

Confidential | Authorized | 14
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