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Secure Access Everywhere



Growing Cloud Adoption

The rapid growth of Multi-Cloud and SaaS
adoption requires visibility, control, and secure
access to protect data. Up to 70% of apps used
within companies are SaaS based with
companies that use them estimating that this will
increase to 85% in 2025.

Managing Hybrid Workforce

A consistent security approach and user
experience are essential for improving productivity
in a Hybrid Workforce. According to Forbes, only
16% of companies are fully remote, meaning that
84% are hybrid.

Evolving Trends Require Secure Access for Hybrid Workforce

Journey to Zero Trust

Transitioning from implicit to explicit access for
applications is essential for adopting a Zero Trust
mindset. According to Gartner, 60% of
organizations will embrace Zero Trust as a
starting point for security by 2025.
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Customer Challenges to Enable Secure Access
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Meet FortiSASE, a key part of Fortinet Unified SASE solution
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FortiSASE Global Infrastructure
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Private Access with FortiSASE
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Zero Trust security for secure application access
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o & O~

A~

& rshenai ~

SPA policies
defined with
ZTNA tags

& Edit | T De © Q Search Q  © & Internet Access Private Access
0 Name Profile Group Source User Destination Action Hit Count Status
Configuration P CSAThin-Edge-SPA CSA-SPA-Profile All Edge Devices All Private Access Traffic ' Accept 2592 1 @ Enabled
ftnt-tk-spa-deny 3 WindowsFW-off-check &2 sighber-corp All Private Access Traffic ®© Deny 0 @ Enabled
Policies &2 fint-tk
SWG Policies ftnt-tk-spa Default € WindowsFW-on-cilitk &2 sighber-corp Alll Private Access Traffic Vv Accept 81 @ Enabled
€ Win10-0S-check a2 fnt-tk
CJ_SPA_Policy CJ_SPA_Profile_Group € Win10-0S-check &2 CJ_Group All Private Access Traffic v Accept 31 @ Enabled
€ WindowsFW-on-cjilitk
BDE-CAN_VPN_PA_Pol1 Permit DNS BDE-CAN_PA_PG &2 BDE-CAN T BDE-CAN_PA_DCO1 v Accept 6,179 1 @ Enabled
&2 BDE-CAN_FSELAB_RGO1
BDE-CAN_VPN_PA_Pol2 Permit Any BDE-CAN_PA_PG ¢ BDE-CAN_DomaifliSELAB &2 BDE-CAN TR BDE-CAN_PA_Net AG v Accept 18485 = @ Enabled
&2 BDE-CAN_FSELAB_RGO1
BDE-CAN_VPN_PA_Pol3 Deny Any &2 BDE-CAN T3 BDE-CAN_PA Net AG Q Deny 106,222 — @ Enabled
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Name

Enabled ©
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When the following rules match
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Apply the following tag

Tag Name

Parameters ¥

WindowsFW-off-check

3 WindowsFW-off-check -

Matching Criteria ¢

O Windows Security (CXfe® Windows Firewall isenabled ~ All parameters must pass

ZTNAtag rules
supported for
multiple OS's
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Edge Device with FortiSASE
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A
@ FortiBranch SASE - More Models and More Devices
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Secure Connectivity from 3 Party Branch Devices

FortiSASE 3" Party Device IPSec Connectivity

FortiClient

FortiSASE

2

FortiGate

Branch Router

Integrate with existing SD-WAN \ Router
Enables organizations to protect their current infra
investments while strengthening their security posture

Architecture Support

Supports IPsec from 3 party vendor branches to 20
unique FortiSASE PoPs; each FortiSASE PoP supports
2000 maximum IPsec tunnels (total bandwidth of 1Gbps)

Licensing Requirement

Add-on SKU is required to enable this feature
(allowed only with Advanced and higher tiers)
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Key Differentiators of FortiSASE
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@ FortiManager integration with FortiSASE

Opt-in Feature - Requires FortiManager 7.4 .4
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SOC as a Service integration with FortiSASE
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Cloud-based portal with intuitive dashboards,
on-demand reports and quarterly Fortinet
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Ca> Security — FortiGuard Forensics

Leverage FortiGuard Forensics
service to investigate potentially
compromised endpoints

Submit Endpoints for analysis
directly from the FortiSASE portal

FortiGuard Forensics Team will
analyze and provide verdict &
details report on findings

N
FortiCloud

Forensic Status - Complete (13)

User P Forensic Status ~ Verdict Report Date

Endpoint Group
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Digital Experience Monitoring

Comprehensive visibility | Metrics and alerts correlation | Proactive response

Q.’.. -

A A %aas Application ¥ Security PoP ¥ Active Health Events ¥ litter (ms) = Latency (ms) = Packet Loss (36) MOS ¥ Availability =
& SopleServices All Deployed PoPs Critical: O 1.80 (ms) 37.0% (ms) 0.11% 4.36 100.00%
Warning: O
[+ Boix All Deployed PaPs Critical: O 0.22(ms) 200 {ms) 0.00% 440 100.00%

Warning: O

B [ Discord All Deployed PaPs 0.40 {ms) 4,98 {ms) 0.00% 440 100.00%

Rearl-tlme metrics Detalled_llst_of % Dropbox All Deployed PoPs  Critical: 0 022 (ms) 3632 (me) 0.00% 438 100.00%
(Jitter, latency, SaaS applications rrirg: O

packet loss, MOS) monitored 3 Facebook All Deployed PaPs  Critical: O 1.36 (ms) 1225 (ms) 0.07% 439 100.00%
Warning: O

B ) Github All Deployed PoPs Critical: 0 042 (ms) 4919 (rns) 0.003% 437 100.00%

1 Gmail All Deployed PaPs Critical: O Q.28 (ms) 58.03 (ms) 0.00% 432 10C.00%

Warning: O — =

B Google.Dacs All Deployved PaPs Critical: O 100.00%
Warning: O

B & GCoogleDrive All Deployed PoPs Critical: O 100.00%
Warning: O

. . . . S Google.Search All Deployed PoPs Critical: O 1C0.00%
Granular information Historical data Warning: O

on availability and (hour, day, week, 1 MicroscftOffice.365  All Deployed PaPs  Critical: O 98.33%

Warning: O

health events month, year)
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@ Agentless ZTNA Use Cases & Benefits

8

Remote Access for Third-Party Vendor Consistent Policies
Employees Access for all users
Allows secure access to Allows secure access to vendors FortiSASE allows agent and
corporate applications and data or contractors for specific agentless config from same
from personal devices applications console

Scalable with instant

Simplify Experience Data Loss Prevention

deployment

O © Fortinet Inc. All Rights Reserved. 16
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Allow BYOD users seamless access to Private Applications
Portal for Unmanaged Devices

IdP
Fortinet or 3™ party _ * Inline Malware Protection
3. FOrtiSASE checks » IPS with TLS decryption
2. FortiSASE verifies policies / profile groups - Remote Browser Isolation

user’s identity and role « Data Leak Prevention

(IAM + MFA)

1. User connects to
FortiSASE portal to access 4. FortiSASE connects
corporate private user to the private

QE‘ applications FortiSASE application m

Public or Private Data center
with private applications

|l|'I|I||l|

A 4

v

Agentless User with any
device / BYOD
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@ Safeguard your Users from Browser Threats

Optimum performance and enhanced security with native RBI

@

FortiSASE

2. Selected sites accessed by

v

1. User accessing g\
Q a website @ FortiSASE’s RBI engine
e ]

A

v

s

Remote Browser Isolation «
5. Stream of pixels 3. Website sends response
sent to user 550 back to RBI
Agentless "@1
User with any 0]

device

4. RBI controls user behaviour for Copy/Paste,
File Download, Right Click, etc...
safely executes website code, rendering pixels
towards the user
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@ DLP Support for Microsoft MPIP labels

» Added support in FortiSASE

DLP for managing access to

files with Microsoft Purview

Information Protection (MPIR
sensitivity labels applied. MP

sensitivity labels are created
a Microsoft portal and applié
to files using Office 365 =
applications. The Globally
Unique Identifier (GUID) of
MPIP sensitivity label is =
configured and selected in
DLP rule with the Data S@
Type of MPIP Label. "

£ FortisAsE

“* Network

& Configuration
TRAFFIC
Policies
SWG Policies

Security

Ho!
Services
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£ System
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i Datalo: NewRule

Name

©  DataSource Type

T (SO

Sensors VAN None
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v

Severity [f arct

o +

. Action DLP Dictionary ~ ~

Type
File Type

No entries

Protocol 0O sMmTP
O HTTP-GET
ONNTP

© Fortinet Inc. All Rights Reserved.

0O pPorP3
O HTTP-POST
QaciFs

a2-

& fortisase_sia_demo33@outlook.com »

19



@ Packet Capture on FortiSASE Security PoP

o C O A©-~ ; csalmin@fortinet.com »

ADVANCED

r
@> FortiSASE = & Services [E) FortiSASE Onboarding

E ‘\1,\\\'1’ ENDPOINT DETAILS

€ Dashboards >

I N 1
h e C h al Ien g e A & Edge Devices > =) Vvei Details FortiClient Installed Applications Hardware Digital Experience Packet Capture
f Network v = ‘
I S8 L8 Region £i2 London - United Kingdom

» Currently customers admin
don’t have visibility of what’s

Asset Map
Secure Private Access Watch VPN
® Managed Endpoint: & |
9 DCpOINts Maximum captured packets 50000
Connec ted Users ﬂ

Connec! ted wireless > B Filters

happening at PoP level ; .
* Require Fortinet TAC to ! abindil B rovnces
@ Configuration N Included protocols Any

£ System 3 Tce
UDP

B Analytics

troubleshoot

LU'A Specify

Destination IP addresses m Specify
Source ports m Specify

The SOI u ti o n Destination ports Any

* Run packet capture at
Security PoP level

* IT admin can do initial
troubleshooting before T
contacting Fortinet

20
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@] What is Sovereign SASE

Customizable Services
Sovereign SASE refers « Autonomy over architecture

S » Customized to customer requirements
to the privatization of
SASE services, designed
for internal or external use,
where all data, traffic,
logs, and services are
managed within
customer-controlled
infrastructure

Controlled Infrastructure

Data plane and security inspection
Proximity to business services

Data Sovereignty

« Ownership and control over data and logs
» Data and logs stay private, within
customer environment

‘:‘ © Fortinet Inc. All Rights Reserved. 21



@ Sovereign SASE Use Cases

Data
Sovereignty

Migration to
Zero Trust

Proximity to
Business
Services

Private SASE
Services

© Fortinet Inc. All Rights Reserved.
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Federal &
Government

Service
Revenue
Opportunity
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