[ ]
afran]e
cisco The bridge to possible N E
.

Modernizing the DC to
Support Al

Building, Observing, and Securing the Next Gen
Infrastructure

Cloud and Al Infrastructure Specialist SE

Jason Powell Eliot Ngwa



Cisco powers how people and technology work
together across the physical and digital worlds
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Every organization’s Al approach
and needs are different

Build the Model | Training Optimize the Model | Fine-tuning and RAG Use the Model | Inferencing
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And applications have evolved

From simple and deterministic to complex and adaptive

Pre-Al Period Large Language Models Retrieval-Augmented Agentic Applications
» Deterministic logic (LLMs) Eilial\r/\liratlon (RAG) with * Autonomous task
c ' leti
» Predictable behavior ESEUL?I P Mpridy . . compietion
_ P * Hybrid and multi-cloud « Unpredictable behavior
+ Static query / response environments /
* No workflows / ~1 span . . . .
Microservices » Multi-step actions

e Linear workflows / ~10s of
spans

Past Present Future
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The emphasis in Al infrastructure is shifting from
training massive models to optimizing inference

“The industry is realizing that inference—not just
training—is where the economic value of

Brad Lightcap

@) OpenAl Alis created.” & CONVICTION
oroq % cohere
“We’re shifting from ‘Can Al work?’ to
Jonathan ROSS ‘How can we scale it effectively?’—
oleon groq* it’s all about inference now.”



Al Workload Spectrum: Training, Fine-Tuning, or Inference

Build the model Optimize the model Use the model
1 Training 1 Fine-tuning and RAG 1 Inferencing

Adapt models to your data or connect them to

your data (RAG)
100, 1,000, 10,000 GPU Clusters . 2 GPU Nodes

InfiniBand or Ethernet 2-8 GPU Nodes (Depends on model size) e
Ethernet

HYPERSCALE i
Training/Inferencing e Most GenAl projects are here ™\

FINE TUNING
Moderate

Custom foundation models or extensive fine tuning Run pre-trained models to serve users

LARGE ENTERPRISE
Training/Inferencing

INFERENCING
Pre-trained Models

RAG

Infrastructure Scale & Complexity

(RETRIEVAL
AUGMENTED
GENERATION)
Moderate
INFERENCING
L as-a-Service )

ala]n Cost
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Where It Runs: Cloud vs On-Premise

Cloud On- %

Premise
Easy Fast Pay-as you-go Data Predictable Integrate
to Scale Experimentation Model Sovereignty & Cost with
Security Existing IT
Cisco Supports Al Everywhere
i::i Infrastructure to power Al Data to drive insights 9 Partners to accelerate the
P and context ' value of Al

LAJ Security for Al, Al for security rﬁl Software to unlock productivity

Nim
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al is forcing a rethink
of the tech stack

>80%

not Al ready - need
hardware acceleration

20%

of ClOs have a mature
data platform strategy

>48%

of network, compute, and
storage infrastructure is
10+ years old

Network

speed, fabric designs,
and performance

>48%

investigating
VMware alternatives

40%
increase in security

breaches year over year -
due to old infrastructure

Sources: IDC; Gartner; Forrester; TechRadar; CIO.com, Accenture Tech Vision (2025)
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Scalability
Distributed
Composable

Al READY

Infrastructure

Performance
Compute
Storage
Network

Governance
Security
Sovereignty
Observability
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Unified Computing Systems

Deliver resources in any location from the cloud

Observability

)

Security ( wutariz  Platforms, Models, and Data  £Jfurersan

N E— TTNAET AN
— =] =] Compute and Storage
UCS-X UCS-Rack Al Servers Al M pirmcin
Dad.

© 2025 Cisco and/or its affiliates. All rights reserved.




Cisco Al Compute Portfolio

Unified approach to accelerated Al compute

Validated solutions for Al with compute, network, storage, and software

IR AR e

GPU Accelerated GPU Optimized Edge

Build the model | Training Optimize the model | Fine-tuning and RAG Use the model | Inferencing

vl
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Cisco Al Compute Portfolio

Dense GPU Al Servers

For data-intensive use cases For fine tuning and scaleable
like model training and deep learning inference use cases

Cisco UCS® C885A M8 Rack Server Cisco UCS® C845A M8 Rack Server
NVIDIA HGX platform with NVIDIA MGX platform with
8 NVIDIA H100 NVL/H200 NVL and M300X GPUs 2/4/6/8 NVIDIA H100 NVL/H200 NVL/L40S GPUs

2 AMD 4% Gen/5" Gen EPYC processors 2 AMD 5% Gen EPYC processors

© 2025 Cisco and/or its affiliates. All rights reserved.
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Bringing High-Density GPU Servers
to the Cisco UCS Family

Built for LLM training, deep learning, fine-tuning, and HPC

UCS Accelerated | UCS C880A M8

2 CPUs
Intel Xeon 6t Gen Scalable Processor

NVIDIA HGX with 8 GPUs
NVIDIA B300 with NVL8 Air Cooled

Network

(8) NVIDIA ConnectX-8 GPU Board
Integrated (E-W)

(2) NVIDIA BF3 B3220, NVIDIA BF3240,
NVIDIA ConnectX-7 (N-S)

Power
(12) 50V 3200W (N+N redundancy)

,
- BLACKWELL



Computing that’s
elastic,
responsive and
intelligent

Delivering industry
differentiation with Cisco’s

SaaS-managed, fabric-based

data center

@"_
—

R E—
SERVICE PROFILES

Storage HBA NIC Network
policies policies policies policies
g \ Vi J

BARE .
G oy il i Tarda AT \m'm.\.-!r.)

; CISCO UCS 4

Elastic

Shape infrastructure to any
workload, depending on
business needs

Intelligent

onnect a
e data
edge with

—— b Responsive
1 - Adapt to the future with
L -l

unparalleled simplicity,

.erformanc“ency

B




Work smarter and
faster with a simplified,
unified operating model

Cisco Intersight

See your global Connect your infrastructure Secure operations with Automate deployments,
on-premises, cloud, and operations across compute built-in advisories and configuration, workflows, and
edge environments and storage continuous risk mitigation day-0 to day-N tasks

Nimm
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Cisco Al Pods

A scalable architecture, built to support any Al workload simply & efficiently

€7

Ve

-

-

DATA

PIPELINE

Al TOOLING

One Solution for your Al Infrastructure Journey ¢

ADVANCED SERVICES

€

=]
202,

Inference

Al PODs J

BUILD

ADVANCED NETWORKING

TUNE DEPLOY

Al
FACTORY

ACCELERATED COMPUTE
KUBERNETES

DATA STORAGE

GPU

OPERATIONS

~
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Cisco Al PODs

A scalable architecture, built to support any Al workload simply & efficiently

Deploy Al with confidence
Cisco CVD, NVIDIA ERA

Fully supported stack
including Cisco and 3
party components

Cisco CX
Success Track

Orderable, use case
driven Al-ready
infrastructure stacks

Inferencing.
Optimization.
Training.

Incremental, atomic-level
-or- fabric-based
cluster scale

© 2025 Cisco and/or its affiliates. All rights reserved.

Training

Optimizati

on

-

EXTEND TO

~

N\

Al Defense

653

Cciscoe
SECURITY

Firewall/Nexus® SmartSwitch

A

o

OBSERVABILITY

. Observability Cloud

Open telemetry extensions

WORKLOAD MANAGEMENT &

Hypershield

OPS
Ll
O ruyify splunk

J

-

(_ Cisco Al PODs )

Inferencing

~

C

hisi

)

fner|ne iNTERSIGHTO &
CISE0  NEXUS DASHBOARD

OPERATIONS AUTOMATION

® Y »

Al SOFTWARE

<

nvibia

NIM Operator
NeMo
CUDA

KUBERNETES

ACCELERATED COMPUTE (

HIGH-PERFORMANCE
NETWORKING

C

RedHat tsubuntu
OpenShift A
mmn ucse
CISCO
e
cisco NEXUS

Y

Y4

EXTEND TO L
STORAGE
PLATFORM VAST
ECOSYSTEM

LI T NI

W reeapn ) OO

HITACHI

AN
(O Eirmeratencs )

-

ADVANCED
SERVICES
INCLUDED
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Cisco Validated Designs - Reducing Risk

-
A=

Reliability

What a Validated Design Guide provides

CVDs are extensively
tested. You can confidently
set performance
expectations when you
deeply your solution.

-

L ess risk Comprehensiveness
Using a CVD reduces both CVDs provide everything

the risk that products won’t from system designs to

work together and the risk configuration instructions to
that they won’t perform a bill of materials (BOM).

as promised.

Easily Deploy New Systems With Expert Guidance

Q

24-hour support

~

Because CVD solutions are

guaranteed to work as

specified, we offer 24-hour

support options for any
issues that might arise.

Consistent, Successful Technology Deployments Addressing Business Initiatives

/

Cisco Confidential



CVDs to simplity and automate Al infrastructure

CVD blueprint for Al networks

Best performing
Al/ML networks,
focus on application
performance

JLqrd
J’j_l_
e

e

noar

Dynamic
congestion
avoidance

©)

Automation for
day-2 operations

&

Intelligent buffer,
low latency,
telemetry

and RoCEv2

&

One IP network for
both front-end
and back-end

)

Validated designs
for network and
ecosystem partners

CVDs for simplified Al-ready

infrastructure

<X

nvinola

NVIDIA Al
Enterprise

MNUTANI>

GPT-in-a-box
on Nutanix
Hyperconverged

T' FlashStack

8, RedHat

Red Hat
OpenShift Al

CLOUD=RA

Gen-Al with
Cloudera
Data Platform

+® FlexPod

CVD playbooks for deploying
common Al models

Large language models
(GPT3, BERT, T5)

@ Computer vision models
(ResNet, EfficientNet, YOLO)

Generative models
(GANS, VAESs)

G Anvioia  Intel.
m NGC Developer Cloud



As your needs become more
specific, so do our recommendations

Your
Trusted Al

@j_, Advisor

Helping you optimize
your Al infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved.

Workload
sizing

Multiple LLM
model support

Bot assistance and
BOM generation

GPUs
recommendations

End-to-end
guidance

Expanded model
selection

20
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Data Center Networking

Industry leading data center fabrics coupled with operational simplicity

Security ( Platforms, Models, and Data ) Observability
. . Silicon ONE (\T/) Nexus (jA-I\) Hyperfabric
. ‘ Networking, Silicon <—(;|ZII\)-> ‘ 4

© 2025 Cisco and/or its affiliates. All rights reserved.
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Multiple networks for Al infrastructure

Dedicated Infra

Inter-GPU Backend Network ) g‘oocog/fooe) Al Infrastructure with
ECN Cisco Nexus 9000 Switches
PFC
DLB/Adaptive E
routing
ENLENLEILRIE: A L ENLEMEILRIE: LA ENLEILEILRIE:
EENENIN: NN NN EENENIN: GPU nodes |
i H— 1 — R M— i — i H—
| - | | |
|
Cisco Data Center
Front-End Network Networking Blueprint for
% § Al/ML Appllcatlons
Shared Infra «  Shared Infra + Shared Infra
(100G) (100G/200G) (1G/106)
VXLAN-EVPN . Front-end + Front-end
Segmentation Network Network or

Dedicated

alraln
cisco



Cisco Nexus 9300 Series - 100G/400G/800G Fixed Switches

NXOS | ACI leaf

2RU Switches

NXOS | ACI spine | ACI Leaf

o o s e i Nexus 9348D-GX2A
—————————. 48p 400G
Nexus 9364C-H1
Nexus 9364C-GX

64p 100G

Nexus 9364D-GX2A
64p 400G

NXOS L3 Only

Nexus 9364E-SG2
64p 800G

1RU Switches

s

Nexus 9336C-FX2
36p 100G

Nexus 93600CD-GX Nexus 9316D-GX
28p 40/100G & 8p 400G 16p 400G

Nexus 9332D-H2R
Nexus 9332D-GX2B
32p 400G
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Bringing Al to the Enterprise.




Cisco and NVIDIA expand partnership
to accelerate Al adoption in the enterprise

-
Partnership focus on

Private data centers How are we partnering?

?Q)i Cisco will be part of NVIDIA’s
Enterprise Reference Architecture

~

~ 8 < Accelerated Compute >
O < > O . o )
2 = @ Cisco will be part of NVIDIA’s
% 2/ High-performance Network § “°  Cloud Partner Reference Architecture
L 3 (backend and frontend) o
O & O
n 111 . o
3 = — $ | Deliver Al Factory with
©< IYIDb=Cnizs - customer choice: Cisco Silicon One®
Storage Ecosystem

-

j or NVIDIA Spectrum-X Silicon

\ /.ulmll- == < \
Cisco NVIDIA.

i . - : corve
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Managing Al Infrastructure

Nexus Hyperfabric

i Myperfabne

Nexus Dashboard

Operating Model

Flexibility & Customization

IT Staff
Network Skillset

Deployment Type

Greenfield: new fabrics not being managed
by Nexus Dashboard

III'.III. © 2024 Cisco and/or its affiliates. All rights reserved
©
cisco i ri ili ri reservi

Fabric-as-a-Service

Cisco Cloud-Managed Controller

Customer Managed
On-Prem Controller

Customizable

Prescriptive €
Generalist <&
Greenfield

Specialist

Greenfield & Brownfield



Cisco Secure Al Factory with NVIDIA

Cisco Al POD

&

NVIDIA.

NVIDIA
Al Enterprise

‘ NeMo H NIMs ’ Blueprints

Run:ai

(AI Workload & GPU Orchestration)

-

PLATFORM

\

KUBERNETES

Red Hat OpenShift on RHEL CoreOS
Upstream Kubernetes on Ubuntu

J

-
CISCO

& OPTICS

g

NETWORKING

Cisco Nexus

Cisco Data Center Switching w/ Silicon One®
Managed w/ Cisco Nexus Dashboard or Nexus
Hyperfabric

CISCO
COMPUTE

Cisco UCS

NVIDIA HGX, MGX or RTX PRO Servers
NVIDIA BlueField®-3 DPUs

Managed with Cisco Intersight®

PARTNER
STORAGE

NetApp | Pure Storage | VAST Data | Nutanix |
Hitachi Vantara

il ©2024 C i/ ffiliates. All right y
© Sisco and/or its affiliates s reservel
Clsco G Isco and/or Its aftilia rights reserved

Cisco
Security

)

Cisco
Al Defense

) N —
)

Cisco
Hybrid Mesh
Firewall
Isovalent

Secure
Firewall

Hypershield

Splunk
Observability

Al App
Monitoring

Al Infrastructure
Monitoring

Log Analytics
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