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Vision
Deliver the Best Storage for Veeam

Ransomware-proof,

immutable out of the box

Zero Trust Data Resilience



The Challenges With Backup Storage Today

Not Secure Too Complex Limited Power

68%

96%

Ransomware attacks Difficulty managing Organizations would take
target backups® storage infrastructure cited more than a week to fully
by Gartner Magic Quadrant recover after an attack®
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Best Storage for Veeam

OOTBI

Out-of-the-box immutability

V/
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Powerful

o

Secure

Out-of-the-box
immutability.
Zero access for
destructive actions.

Lightning fast up to 8 GB/s.
Supercharged Instant
Recovery.

15 minutes to deploy
and scale. No
expertise required

@ Ransomware-proof
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N .o
Kl Ootbi is Secure

« S3 out-of-the-box immutability

« Hardened storage target with zero
access to perform destructive
actions to the bios, operating

system, storage application, or data.

» Natural Separation of Backup
Software and Backup Storage due
to appliance form factor

« Continuously third-party
security tested and validated

© 2025 Object First. All rights reserved
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@ Dashboard
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Networking

Disks

% S3Buckets

No
80 TB
se
. .
O Ssecutiry 0TB
VDAl.domain.local ~ VDA2.domain.local ~ VDA3.domainlocal ~ VDA4.domain.local
53 Keys

® Backup data: 331.3 TB (65.7%) @® Generic data: 41.4 TB (8.2%) Free: 131.5 TB (26.1%)

S3 bucket details

General information Details
Show details
Bucket name: Test-bucket -
Versionini g 3  Owner @ [CUM Backup data &
[ oeneric
. u ioned VDA1d: in.local 1078 TB
Status: @ Ok/Maintenance fersene emaniec
Enabled VDA2.domain.local 77.2T8B
Suspended VDA4.domain.local 73278
Enabled VDA3.domain.local 73178

Close




Zero Trust Principles
I

v y
Assume breach. Verify explicitl Use least-privilege
Segment access y y access
Minimize attack surface Verify every access attempt For every user, device
and blast radius using IAM context and MFA and application

Zero Trust Data Resilience (ZTDR) Principles

Extending Zero Trust Principles to Erliterprise Data Backup and Recovery

Segmentation of Backup
Software and Backup Storage

Multiple resilience zones Immutable backup storage

Minimize attack surface 3-2-1 Backub Rul Protect backup data from
and blast radius L= C Ll S modification or deletion

© 2025 Object First. All rights reserved 7



Zero Trust Data Resilience (ZTDR) architecture

Production Backup Software Backup Storage
Hybrid Cloud - With S3 Immutability
veeam
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= % AWS, Azure
— Veeam Data Cloud
Physical RPC, SSL Backup o o Vault
I oo BN
& -~ Public Cloud
g NFS, iSCS! o 2 Primary S
- .= X Data Center £ 3
= oo s s2 i W oowi
(] D D SNMP, Kerberos (7] —_— 2 B,
X X (= | % 5 . .
o . o . o =2 Service Provider
B Virtual SSH. RDP B Proxies o O
< ' < £ Zero Access £
£ for destructive £
CIFS, WMI = actions* =
- ©
Data Center
Cloud Agents

Performance tier Capacity tier

Multiple data resilience zones
@ Assume breach

*to the BIOS, OS, the storage application, or data
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Node details

General information Hardware specs

IF ootbiis Simple

@ Ok Warning @ Failed @ Spare ready

« Configure Ootbi through a TUI, accessible
via IPMI or keyboard and monitor ——

Create new bucket X

« Standardized on Veeam’s default 1MB
‘. Close .

block sizes (no special settings required) New bucket name
. . . Name must be between 3 and 63 characters long
® LI n ear Scalabl I Ity + CI USter aUtO balanCI n g Name can consist only of lowercase letters, numbers, dots, and hyphens (-)

Name must begin and end with a letter or number

(throughput + consumption) Name cannot contain two adjacent periods

Name must be unique

No namespace modifications required

Enable versioning (required for immutability)
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% Ootbi is Powerful Best Storage
for Veeam

« Up to 2 GB/s data ingest speed per node
« Up to 600-800MB/s recovery speed per node
* Up to 20 Instant Recovery VMs per node =

 No metadata database bottlenecks

53 Operations

1010.30p/s

* No network traffic cops (unnecessary hops)

SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Duration: 08:58 Processe d: 140 GB (100%) Success: 3 2

Processing rate: 2 GB/s Read: 58.9 GB Warnings: 0 A
Bottleneck: Proxy Transferred: 36.9 GB (1.6x) Errors: 0

© 2025 Object First. All rights reserved

Speed: 2 GB/s




Best Storage for Veeam

Backup Primary Backup Target
Software S3 Immutability

N Primary Data center
ol
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veeam Out-of-the-box Immutability

+ Instant Recovery
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Secondary Target
S3 Immutability

Secondary Data center

]2 &

Cloud
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N
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& wasabi

Long-term Retention
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(139 Vo 1][1s"Afor Everyone

from 20 TB to 7 PB* — Mix, Match & Scale

Best Storage ENTERPRISE
for

MEDIUM

20TB 40TB 72TB 144TB 216TB 432TB

* 7 PB capacity in Veeam Scale-Out Backup Repository (SOBR) configuration



What's in the Box?

« Hardened Linux OS (mirror RAID)
* NVMe Flash Cache

« 20-192 TB Nodes:
* RAIDG Array: 10 Disks, 1 Spare
« Dual NIC 10 Gb (SFP+ or Base-T)

432 TB Nodes:
* RAIDG Array: 20 Disks, 2 Spare
« Dual NIC 25 Gb (SFP+)

© 2025 Object First. All rights reserved 15



How Ootbi Works

Production Veeam
—] SOS Management Communication
 m— —_—
— Nnl
Physical =R :
a0 Veeam Backup [S)(;ts AMcce eratectl
00 & Replication daiMovemen Cluster
Virtual | !
. [
Backup Gateway > E =
proxy Server
(Optional) -
oS B s -
Cloud — E =
M365 Backup
proxy - .| —
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K Ootbiis verifiably Secure

NCCQroup®

"The Ootbi application is designed to protect against any
data breach or malware infestation of an Object First
customer: even if all of the customer’s secrets, including
administrator credentials and bucket credentials, are
known to the attacker, the attacker still cannot modify
data stored within an Ootbi appliance."

NCC Group, Ootbi Product Security Assessment, July 31, 2024

© 2025 Object First. All rights reserved

OBJECT &
g [ NCCQroup

Independent

Security Test Report

Object First Immutable Backup Storage Appliance
October, 2024

Security Update

ject First is committed to meeting IT security industry standards for its flagship product Ootbi (Out-of-the-box
ck {

We employed th rtise of the NCC Group, a team of cybersecurity experts, to conduct comprehensive

0l {o} rl
provides a summary of NCC's findings and important security infarmation about Object First's Ootbi solution.

NCC's Final Takeaway

The Ootbi application is designed to protect against any data breach or malware infestation of an Object First

customer: even if all of th s secrets, | i cl i d bucket credentials,
ttacker, the attacker still cannot modify data stored within an Ootbi appliance.
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What’'s NEW with Ootbi?

More Sizes

- NEW 8TB, 16TB, and 24TB
models for small remote
offices and edge locations.

It comes in a convenient
desktop tower form factor. .
 NEW Honeypot feature,
deploys a Veeam Backup &
Replication decoy.

Free to all customers.

© 2025 Object First. All rights reserved

More Performance

10-20% increased backup
and restore speeds on new
Ootbi hardware

2x performance on 432 TB
models (Up to 8 GB/s)

Additional S3 performance
optimizations for 3 party
data movers

More Value

Mix, match, and scale
existing clusters or start
fresh with new options

NEW Consumption model,
a modern pay per use model
for on-prem storage.

21



New! Choice of Ootbi Acquisition Models

Same Security, More Flexibility

Software, OS, and updates
Technical support
On-site service

Duration

*Available in USA

© 2025 Object First. All rights reserved

CapEx

Traditional upfront purchase

o
@
o

Fixed term (up to 5 years)

NEW!

Consumption*

Pay-per-use subscription

@
@
o

Benefits last as long as your subscription

22



Why Consumption-based Subscription?

Pay for what you use,
grow as you need*

e Backup capacity from 17 TBto 7 PB

e No upfront payment, simple
monthly billing, 1-year subscription

e Gain cost efficiency as you scale:
the more you use, the less you pay
per TB.

*Storage usage is assumed to grow over time; reducing
consumption is possible at agreement renewal.

© 2025 Object First. All rights reserved

S,

Hardware refreshes
included:

All technology refreshes,
service, support and software
updates included

You don’t pay for appliances,
you pay for what you use.

Predictable billing
and management:

Get backup improvements faster,
with no upfront outlay

Reduce risk of over- or under-
sizing using Object First Storage
Calculator

Free expert support, and
experienced partner network.

23



Why We Are the Best Storage for Veeam

* Purpose-built for Veeam

« Secure by default

* Immutable out-of-the-box
* 15-Minutes to configure
 Lighting fast ingest speeds

« Supercharged Instant Recovery

© 2025 Object First. All rights reserved
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Thank you!
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