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Networks with Capability to Meet Today’s & Tomorrow’s Needs

In response to current challenges enterprise LAN require...
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Visibility Security Scalability Performance Management Automation
Know your users Protect your To grow with Reliable, fast, and Enabled with Eliminate manual
and devices users and their your business secure latest generation tasks
data of Al

© Fortinet Inc. All Rights Reserved. 2



Secure Networking LAN Edge

Smart scalable networks converged with security
More Secure Smarter Easier
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Datacenter -
More Secure Smarter Easier
Natively integrated networking and security, FortiOS intelligence enables Zero Trust Al-powered automation, delivered through
enabling uniform automatic security policies security through automated services, including a unified platform, both measures and
Stadium and enforcement across all aspects of the NAC, segmentation, threat containment, optimizes the performance, management,

enterprise network. isolation, and virtual patching. and deployment of LAN, WAN, and security.
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Network Challenges

Network complexity continues to grow
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: . Finding Root
Manual Operations Visibilit
P y Cause
- Time consuming - Don'’t see everything - Determine the real issue

- Prone to errors . Lack full context - Know what to fix

© Fortinet Inc. All Rights Reserved.



\

7
!
!
1
]
]
1
1
1
1
1
1
1
1
1
1
1
1
1
\
\
\
\
\

-
0 N\,
o)

Operational Challenges

Too much data to monitor

High level of expertise required across
Wireless, LAN, WAN / SD-WAN

Ops Team

Time consuming troubleshooting process

Vague and fragmented issues
require highly skilled and time-intensive

iInvestigation and remediation 0
Triaging skillset varies by vertical and scenario

Unused or poorly utilized network resources
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@ AlOps Outcomes

Reduced Technical Requirements

Faster Root Cause Analysis

AlOps Ops Team
Reduced MTTR

Easily monitor lots of data points,
establish baselines and find optimal
paths and recommendations

Improved Network and Application Availability

____________________________ Improved User Experience



@ AlOps Vision

Where are we heading?
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Descriptive
(Baselining)

« Monitor and establish
baselines across the entire
networking stack
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- Supervised training of the most

common operational issues

- Correlate between WLAN,

LAN, WAN

- Provide relevant data points

for quicker RCA

Diagnostics
(Triaging)
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- Realtime optimization

Prescribe
(Self-Healing)

Predictive

(Recommendations
and Optimization)

- Proactive recommendation
to solve potential problems

- Find deviations from “normal”
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How Does Artificial Intelligence Help?

Artificial intelligence with machine learning (Al / ML) for network operations

Processes event
logs from all
network devices
across the
deployment

1

Predicts failure
type based on
trained ML models

Reviews state
and configurations
to quickly drive to
root cause

Provides client

level remediation
to overcome the

failure
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@ FortiAlOps

Artificial Intelligence with Machine Learning for the Security Fabric

“'\-| Monitoring
A
- Trend analysis / Historical baselines
- Network visualization
SD-WAN - ~ FortiSwitch

@ Troubleshooting

- Wireless service assurance
- Spectrum analysis
- Heatmaps
- Cable test
- Application visibility

Artificial Intelligence

- Dynamic baselining FortiExtender
- Triage of issues

- Recommended remediation
- Forecasting

- FortiAl / GenAl

FortiAlOps

FortiAP
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Conclusion




FortiAlOps

Less trouble tickets =
more money to invest Iin
key business initiatives

Leverage the
Power of Al to:

Save time

Improve your responsiveness

Increase productivity

000 ®
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