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The Modern Workspace has Evolved

Browsers

Email

Collaboration
Apps and Storage
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FortiMail Email and Workspace Security Solutions

Dynamic protection and governance 
with zero impact on user experience 
or browsing quality.

Scans content exchanges in real-time 
to block every level of threat, from 
APTs to phishing, without creating 
delays for cloud apps and file sharing 
security.

Cloud-native email security with 
simplified configuration and manage-
ment for layered protection across 
M365 / Google Workspace. Supported 
24/7 by incident response experts. 

High performance email security for 
organizations who need affordable, 
enterprise-grade and highly scalable 
and configurable email security – 
without the infrastructure.

Fully configurable AI-powered email 
protection for on-premises, private 
and public cloud environments, or for 
service providers who wish to extend 
email services to their customers.
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Hosted

FortiMail Cloud 
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Collaboration Security Browser Security

ICES

The Industry’s Broadest and Most Customizable Email Security Platform
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Included 24/7 managed IR service serves as an extension of your security team

Fully Managed Prevention as-a-Service

IR algorithms deployed

3000+

Admin reports 

cleared/month

1.5K

Estimated SOC time saved

75%

Average response time

17 minutes

Automated Service

98%

2%

Automated Response

Human Response

FortiMail experts work with the customer to: 

• Monitor, analyze, and report on incidents

• Optimize decisions/rules based on new, unseen 

attacks and perform threat hunting 

• Analyze and remediate false +/-’s 

AI 
Enhances 

detection and 

remediation
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Stop AI-enhanced 

Phishing, BEC 

and Impersonation 

E-mails from 

Getting to Inboxes

Detect and Block 

Malware Payloads 

Including 

Ransomware

Secure Data from 

Exfiltration or 

Accidental 

Disclosure

Detect and Stop 

Account Takeover 

Attacks 

Authenticate and 

Monitor Email 

Integrity

Detect Anomalous 

Behavior for 

Potential Threats

Comply with Major 

Compliance 

Frameworks
Enhance Security for 

Microsoft 365 and 

Exchange Google 

Workspace

FortiMail Email Security Comprehensive Protection



FortiMail Cloud SaaS
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Integrated Cloud 
Email Security

(ICES)

API call: new 
email

API call: remove 
malicious email

• Deployed via semi-inline integration OR 

API integration

• Prevents all email-based threats before 

they reach end users

• No MX Record change – leveraging email 

providers’ security capabilities  

• Industry-leading AI, anti-evasion and 

patented malware prevention 

• Offers integrated 24/7 Managed Incident 

Response Service 

ICES/Other APIs

• Supplementary (to SEG/MS/Google) 

• Cloud native deployed easily

• Most offer no-inline positioning = 
post-delivery remediation only

• Offer point solution targeting 1-2 
types of threats

• Most protect only email

• Another product in your toolset

Secure Email Gateways

• Legacy detection technology

• Complex deployment requires MX 
Record change

• Highly susceptible to evasive threats, 
phishing and BEC 

• No prevention capabilities for internal 
email 

• Protect only email

• Another product in your toolset

PERCEPTION POINT

▪ SEG alternative (can supplement)

▪ Deployed within minutes 

▪ Inline prevention of threats

▪ Multi-layered protection against all 
threats known and unknown

▪ Unified protection for email 
(internal, inbound and outbound), 
browsers and cloud collaboration 
apps

▪ A fully managed service with 24/7 
support 

FortiMail Cloud SaaS stops Advanced Email Threats
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Spam Filter
Anti-Spam       (email)

Recursive Unpacker
Anti-Evasion

Static Signatures
File Analysis

Threat Intelligence
Known Attacks

Anti-BEC & ATO

Payload-less Threats    & 
Account Takeover

Anti-Phishing

URL analysis, AI &
 Image Recognition

HAP
Dynamic Analysis  Zero-

days & Unknown 
Attacks

Prevent All Threat Types  
Single solution protects against all threats - known, unknown or evasive

 Uncompromising Defense: dynamic scanning of 100% of the content

 Industry-leading AI with NLP and Image Recognition models 

 Anti-Evasion engines undo obfuscated threats at any level deep

 Patented Malware & Zero-day Prevention: CPU-level sandbox

 Built in 24/7 Managed Incident Response Service 

 Cross-channel correlation, analysis and remediation of threats

 Fully aligned with the MITRE ATT&CK Framework

Gartner representative ICES 
vendor for 4 years in a row 

Visionary quadrant
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Browser Security and Control

Browser Security

Adds AI-powered threat detection, DLP, and 

browser-level governance to any standard browser

Provides dynamic protection with zero 

impact on user experience or browsing 

quality 

Includes a 24/7 managed incident response 

service and leverages cross-channel context

Instantly and centrally deployed via a lightweight 

browser extension for Chrome/Edge/Safari/Firefox, etc
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All-Around Defense for the modern workspace

• Dynamic scanning of 100% of the content

• Patented Zero-Day prevention – CPU-level sandbox engine

• Anti-evasion engines undo embedded threats at any level 

• Industry-leading AI and Image Recognition models 

• API deployment with zero-impact on business flows and frictionless end-user 

experience

• Cross-channel threat correlation, analysis and remediation

Collaboration Security
COLLABORATION
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FortiMail Email and Workspace Security

Collaboration M365 GoogleBrowsing

Highly Scalable and Flexible Solutions For Even the Most Complex Environments

FortiMail Email Security provides AI-powered enterprise-

grade protection, customizable for any purpose.

• Protection against sophisticated phishing, business email compromise, impersonation, 

account takeover and ransomware attacks

• Enterprise-grade feature set for any sized-organization and use case

• Wide range of deployment options and operating models including SEG and ICES

• Coverage beyond email to secure collaboration and browsing backed by 24/7 IR experts

Powered by FortiGuard Labs

Proven AI-powered Efficacy

Collaboration and SaaS App Protection

Dynamic Browser Protection

Security Fabric Integration
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